SOLUTION BRIEF

WatchGuard Remote Access Point (RAP)

The Remote Access Point (RAP) solution allows businesses the flexibility to expand corporate SSIDs to a remote workplace such
as remote worker home offices or small branch offices.

Centralized Cloud Management in WatchGuard Cloud delivers instant access to WatchGuard’s Remote Access Point to securely
connect to cloud-managed Fireboxes to offer an encrypted connection from any remote or home office. This feature of Wi-Fi in
WatchGuard'’s unified security platform allows a remote worker to stay productive, secure and maintains low user impact gaining
more visibility to who and what is connecting to your corporate network.

The WatchGuard Cloud Remote Access Point offers a variety of benefits:

Use Case: Distributed Workforce Use Case: Remote Employee

e Extend SSIDs to remote locations with the same e High performance Wi-Fi for employees working
security controls as the corporate HQ office. remotely or from home.

e Centralized management in WatchGuard Cloud e Secure access to corporate data resources while
for easy deployment, inventory control and working from home or at a remote office.
management.

e Centralized Cloud Management for easy deployment
e Integrate with the WatchGuard Firebox to secure VPN and management.
traffic.



WatchGuard Cloud Remote Access Point Overview

WatchGuard’s Remote Access Point solution uses industry-standard protocols to securely connect the access point at a remote
location, wherever your business’ data may live.
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Secure Access

Remote workers are enabled to access corporate data without compromising corporate security policies. By establishing an IPSec
IKEv2 VPN from the WatchGuard Cloud-managed AP to the WatchGuard Cloud-managed Firewall, traffic to and from the wireless
endpoints connected to the secured SSID, is delivered through the encrypted tunnel to its destination.

Ease of Integration

WatchGuard Cloud offers an easy-to-use centralized management system between all your WatchGuard Security solutions from
your Firewall, Endpoint, MFA, and Wi-Fi. Quickly build and manage your VPN tunnels between WatchGuard Cloud-Managed
Firebox and WatchGuard Cloud-Managed Access Points.

Security

WatchGuard delivers WPA3 and an industry-leading Firewall security service to ensure remote workers connect to the
corporate environment through a secure network. For an additional layer of security, WatchGuard'’s EndPoint and Multi-Factor
Authentication assures remote workers have a comprehensive solution to protect both your business and the end-user.

For more information about WatchGuard Wi-Fi Cloud solution visit www.watchguard.com/wifi.
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