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FortiConverter™ Service

Migration to FortiGate Made Easy

Highlights

= Automated migration
service converts
legacy firewalls to
FortiGate NGFWs

= Quick and safe
conversion with best
practices

= Comprehensive
policy validation by
Fortinet experts

= Summary report and
audit documentation
for every conversion

= Broad firewalls
support, including
from Bluecoat,
Checkpoint, Ciena
(Vyatta), Cisco, Cisco
Meraki, Forcepoint,
Huawei, Juniper,
Mikrotik, Palo Alto
Networks, PFSense,
SonicWall, Sophos,
Ubiquiti, WatchGuard,
and Zyxell
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Accelerated Transition for Optimal Protection and Performance

Aging firewalls offer ineffective protection from sophisticated new cyberthreats. Migrating
complex legacy firewall configurations to next-generation solutions may seem relatively simple
at a high level, but it actually presents risks and challenges.

FortiConverter Service complies best practices to help your transition to the latest FortiOS with
confidence. Whether upgrading from a third-party firewall to a new FortiGate Next-Generation
Firewalls (NGFW), or trading in your well-used FortiGate for the latest model, FortiConverter
makes the migration more reliable and predicable, reducing human errors that occur in manual
process, along with timeline and costs. Unlike free migration tools offered by other firewall
vendors, FortiConverter Service automates the transition process by using proven conversion
methodologies and diligent configuration validation by Fortinet security experts to ensure the
least impact to business operations.
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Eliminates common
configuration errors

Saves time spent on
manual configuration

Reduces migration
complexity
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FortiOS Everywhere

FortiOS, Fortinet’s Advanced Operating System

FortiOS enables the convergence of high performing networking and security across the
Fortinet Security Fabric. Because it can be deployed anywhere, it delivers consistent and
context-aware security posture across network, endpoint, and multi-cloud environments.

FortiOS powers all FortiGate deployments whether a physical or virtual device, as a container,
or as a cloud service. This universal deployment model enables the consolidation of many
technologies and use cases into a simplified, single policy and management framework. Its
organically built best-of-breed capabilities, unified operating system, and ultra-scalability
allows organizations to protect all edges, simplify operations, and run their business without
compromising performance or protection.

FortiOS dramatically expands the Fortinet Security Fabric’s ability to deliver advanced Al/
ML-powered services, inline advanced sandbox detection, integrated ZTNA enforcement,
and more, provides protection across hybrid deployment models for hardware, software, and
Software-as-a-Service with SASE.

FortiOS expands visibility and control, ensures the consistent deployment and enforcement of
security policies, and enables centralized management across large-scale networks with the
following key attributes:

* Interactive drill-down and topology viewers that display real-time status
» On-click remediation that provides accurate and quick protection against threats and abuses

* Unique threat score system correlates weighted threats with users to prioritize investigations
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Simplified Migration Experience for Security Reliance

The FortiConverter service offers options to meet customers’ unique needs including a one-
time migration service, a migration software tool, or professional services tailored by certified

experts.

FortiConverter Service: One-time Migration Service

The rapid adoption of emerging technologies adds dynamic security challenges for
businesses. Cyber criminals continue to outsmart dated firewalls. Fortinet offers
FortiConverter Service to help your organizations move to the latest FortiGate NGFW quickly
and safely. This migration service add-on is available for FortiGate hardware and virtual
appliances.

Fully integrated with the latest
FortiOS, FortiConverter Service
helps optimize the upgrade
experience to a new FortiGate
by intelligently identifying and
converting configuration files
directly within the FortiGate
management console.

FortiConverter Service offers an
intuitive cloud portal for third-party
firewall migration. Simply upload
the source configuration files and
let FortiConverter does the rest.
You also have visibility of service
entitlement and status across all
FortiGate devices.

FortiConverter Service supports
migration of interface NAT, firewall
policy and address objects, as
well as static routes for third-party
vendor configuration to FortiGate
configuration. All FortiGate to
FortiGate configurations are fully
supported.
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Alternative Migration Services

FortiConverter Tool: Migration Software Tool

Organizations having a team with firewall knowledge and planning for multiple migrations
over a year have an alternative to purchase this FortiConverter software that allows them

to convert and tune their own migration files and options as needed. This migration tool is
also ideal for organizations who have sensitive configurations and prefer to handle migration
onsite. Available as a yearly subscription, the FortiConverter Tool enables an organization

to perform an unlimited number of configuration conversions during the year over the

entire FortiConverter library of third-party firewalls, including some fine-tuning options to
customize the configuration conversion.

Professional Services: Tailored Migration from Certified Experts

Organizations may choose Fortinet Professional Services to provide customized consulting
services for an end-to-end migration. By engaging the skills and experience of Fortinet
Professional Services, organizations can leverage the vast experience and knowledge

the Fortinet Professional Services teams provide. Organizations can also request specific
optimizations and migration support for their specific organization needs.

Customized services could include these tasks but not limited to:
» Solution design with design guides and best practice

* Project and migration plans

» Migration risk analyses

» Appliance commissioning

* Policy migration

» Cutover support and troubleshooting

e Test plan execution and validation

» Post-cutover incident management

To engage Fortinet Professional Services for your project, contact your Fortinet partner
account manager.
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Ordering Information

FortiConverter Service

SERVICE SUPPORTED MODEL SKU

One-time Migration for Entry-level FortiGate

FortiConverter Service FortiGate-40F FC-10-0040F-189-02-DD
FortiGate-40F-3G4G FC-10-F40FG-189-02-DD
FortiGate-60F FC-10-0060F-189-02-DD
FortiGate-61F FC-10-0061F-189-02-DD
FortiGate-70F FC-10-0070F-189-02-DD
FortiGate-71F FC-10-0071F-189-02-DD
FortiGate-80F FC-10-0080F-189-02-DD
FortiGate-80F-BYPASS FC-10-F80FC-189-02-DD
FortiGate-80F-DSL FC-10-F80FD-189-02-DD
FortiGate-80F-POE FC-10-F80FP-189-02-DD
FortiGate-81F FC-10-0081F-189-02-DD
FortiGate-81F-POE FC-10-F81FP-189-02-DD

One-time Migration for Mid-range FortiGate

FortiConverter Service FortiGate-100F FC-10-F100F-189-02-DD
FortiGate-101F FC-10-F101F-189-02-DD
FortiGate-200E FC-10-00207-189-02-DD
FortiGate-200F FC-10-F200F-189-02-DD
FortiGate-201E FC-10-00208-189-02-DD
FortiGate-201F FC-10-F201F-189-02-DD
FortiGate-400E FC-10-0400E-189-02-DD
FortiGate-400E-BYPASS FC-10-F4HBE-189-02-DD
FortiGate-400F FC-10-0400F-189-02-DD
FortiGate-401E FC-10-0401E-189-02-DD
FortiGate-401E-DC FC-10-D4H1E-189-02-DD
FortiGate-401F FC-10-0401F-189-02-DD
FortiGate-600E FC-10-F6HOE-189-02-DD
FortiGate-600F FC-10-0600F-189-02-DD
FortiGate-601E FC-10-F6H1E-189-02-DD
FortiGate-601F FC-10-0601F-189-02-DD
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Ordering Information

FortiConverter Service

SERVICE SUPPORTED MODEL SKU

One-time Migration for High-end FortiGate

FortiConverter Service FortiGate-1000F FC-10-F1KOF-189-02-DD
FortiGate-1001F FC-10-F1K1F-189-02-DD
FortiGate-1100E FC-10-F11HE-189-02-DD
FortiGate-1100E-DC FC-10-F11DE-189-02-DD
FortiGate-1101E FC-10-F11E1-189-02-DD
FortiGate-1800F FC-10-F18HF-189-02-DD
FortiGate-1800F-DC FC-10-D18HF-189-02-DD
FortiGate-1801F FC-10-F18F1-189-02-DD
FortiGate-1801F-DC FC-10-D18F1-189-02-DD
FortiGate-2000E FC-10-002KE-189-02-DD
FortiGate-2200E FC-10-F22HE-189-02-DD
FortiGate-2201E FC-10-F22E1-189-02-DD
FortiGate-2500E FC-10-02K5E-189-02-DD
FortiGate-2600F FC-10-F26HF-189-02-DD
FortiGate-2600F-DC FC-10-FD26F-189-02-DD
FortiGate-2601F FC-10-F26F1-189-02-DD
FortiGate-2601F-DC FC-10-FD261-189-02-DD
FortiGate-3000F FC-10-F3KOF-189-02-DD
FortiGate-3001F FC-10-F3K1F-189-02-DD
FortiGate-3200F FC-10-F3K2F-464-02-DD
FortiGate-3201F FC-10-F32F1-189-02-DD
FortiGate-3300E FC-10-F33HE-189-02-DD
FortiGate-3301E FC-10-F33E1-189-02-DD
FortiGate-3400E FC-10-F3K4E-189-02-DD
FortiGate-3400E-DC FC-10-FD3K4-189-02-DD
FortiGate-3401E FC-10-F34E1-189-02-DD
FortiGate-3401E-DC FC-10-FD34E-189-02-DD
FortiGate-3500F FC-10-F3K5F-189-02-DD
FortiGate-3501F FC-10-F35F1-189-02-DD
FortiGate-3600E FC-10-F3K6E-189-02-DD
FortiGate-3600E-DC FC-10-FD3K6-189-02-DD
FortiGate-3601E FC-10-F36E1-189-02-DD
FortiGate-3700F FC-10-F3K7F-189-02-DD
FortiGate-3701F FC-10-F37F1-189-02-DD
FortiGate-3960E FC-10-03961-189-02-DD
FortiGate-3960E-DC FC-10-03960-189-02-DD
FortiGate-3980E FC-10-03981-189-02-DD
FortiGate-3980E-DC FC-10-03980-189-02-DD
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FortiConverter Service

SERVICE SUPPORTED MODEL

One-time Migration for Ultra High-end FortiGate

FortiConverter Service FortiGate-4200F
FortiGate-4200F-DC
FortiGate-4201F
FortiGate-4201F-DC
FortiGate-4400F
FortiGate-4400F-DC
FortiGate-4401F
FortiGate-4401F-DC
FortiGate-4800F
FortiGate-4801F
FortiGate-6300F
FortiGate-6300F-DC
FortiGate-6301F
FortiGate-6301F-DC
FortiGate-6500F
FortiGate-6500F-DC
FortiGate-6501F
FortiGate-6501F-DC

One-time Migration for FortiGate Chassis

FortiConverter Service FortiGate-7030E-QSFP28
FortiGate-7030E-SFP10G

FortiGate-7040E-8
FortiGate-7040E-8-DC
FortiGate-7040E-9
FortiGate-7040E-9-DC
FortiGate-7060E-8
FortiGate-7060E-8-DC
FortiGate-7060E-9
FortiGate-7060E-9-DC
FortiGate-7081F
FortiGate-7081F-2
FortiGate-7121F
FortiGate-7121F-2
FortiGate-7121F-DC

FC-10-F42HF-189-02-DD
FC-10-D42HF-189-02-DD
FC-10-F421F-189-02-DD
FC-10-D421F-189-02-DD
FC-10-F44HF-189-02-DD
FC-10-D44HF-189-02-DD
FC-10-F441F-189-02-DD
FC-10-D441F-189-02-DD
FC-10-F48HF-189-02-DD
FC-10-F481F-189-02-DD
FC-10-6K30F-189-02-DD
FC-10-D630F-189-02-DD
FC-10-6K31F-189-02-DD
FC-10-D631F-189-02-DD
FC-10-6K50F-189-02-DD
FC-10-D650F-189-02-DD
FC-10-6K51F-189-02-DD
FC-10-D651F-189-02-DD

FC-10-7K3E3-189-02-DD
FC-10-7K3E1-189-02-DD

FC-10-F74E8-189-02-DD
FC-10-D74E8-189-02-DD
FC-10-F74E9-189-02-DD
FC-10-F749D-189-02-DD
FC-10-F76E8-189-02-DD
FC-10-D76E8-189-02-DD
FC-10-F76E9-189-02-DD
FC-10-F769D-189-02-DD
FC-10-F78F1-189-02-DD

FC-10-F78F2-189-02-DD
FC-10-F7CF1-189-02-DD
FC-10-F7CF2-189-02-DD
FC-10-7CF1D-189-02-DD
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FortiConverter Service

SERVICE SUPPORTED MODEL

One-time Migration for FortiGate VM

FortiConverter Service FortiGate-VMO1V
FortiGate-VM02V
FortiGate-VM04V
FortiGate-VM08V
FortiGate-VM16V
FortiGate-VM32V
FortiGate-VMULV
FortiGate-VMO1
FortiGate-VMO02
FortiGate-VM04
FortiGate-VM08
FortiGate-VM16
FortiGate-VM32
FortiGate-VMUL

One-time Migration for FortiWiFi

FortiConverter Service FortiWiFi-40F
FortiWiFi-40F-3G4G
FortiWiFi-60F
FortiWiFi-61F
FortiWiFi-80F-2R
FortiWiFi-80F-2R-3G4G-DSL
FortiWiFi-81F-2R
FortiWiFi-81F-2R-3G4G-DSL
FortiWiFi-81F-2R-3G4G-POE
FortiWiFi-81F-2R-POE

One-time Migration for FortiGate Rugged

FortiConverter Service FortiGateRugged-35D
FortiGateRugged-60F
FortiGateRugged-60F-3G4G
FortiGateRugged-70F
FortiGateRugged-70F-3G4G

FC-10-FG1VM-189-02-DD
FC-10-FG2VM-189-02-DD
FC-10-FG4VM-189-02-DD
FC-10-FG8VM-189-02-DD
FC-10-F16VM-189-02-DD

FC-10-F32VM-189-02-DD
FC-10-FULVM-189-02-DD
FC-10-FVM01-189-02-DD

FC-10-FVM02-189-02-DD
FC-10-FVM04-189-02-DD
FC-10-FVMO08-189-02-DD
FC-10-FVM16-189-02-DD

FC-10-FVM32-189-02-DD
FC-10-FVMUL-189-02-DD

FC-10-W040F-189-02-DD
FC-10-F40FI-189-02-DD

FC-10-W060F-189-02-DD
FC-10-W061F-189-02-DD
FC-10-W080F-189-02-DD
FC-10-W80FS-189-02-DD
FC-10-W081F-189-02-DD
FC-10-W81FS-189-02-DD
FC-10-W81FD-189-02-DD
FC-10-WP81F-189-02-DD

FC-10-R035D-189-02-DD
FC-10-0069F-189-02-DD
FC-10-F60FI-189-02-DD
FC-10-F70FB-189-02-DD
FC-10-F70FM-189-02-DD

FortiConverter Service is available for every FortiGate and FortiWiFi. Please contact your Fortinet Partner for more information if

a specific model is not listed above.

FortiConverter Tool

Product

FortiConverter License

FortiConverter License Renewal

SKU
FC-10-CON01-401-01-12

FC-10-CONO01-401-02-12

Description

Multi-vendor configuration migration tool for building FortiOS
configurations, requires Windows.

Renewal multi-vendor configuration migration tool for building
FortiOS configurations, requires Windows.
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